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Abstract

It is introduced a generalized net model of WEB system for e-trade. By this model can
be trace out and test different real systems basing on information transfer associated
with the bank sector.
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Introduction

The term “e-trade” can be define like a turn to financial transactions in
electronic way by using of the global network Internet by the help of WEB software,
specially worked out for the purpose or from the other hand like direct purchase from
online Web based shops, giving delivery of the goods or some virtual service [2, 4, 5,
8].

In the last years the number of these electronic shops grows up with fast speed.
Meanwhile in a front position appears the security problem and transaction protection
and the relationships realized in electronic way. More and more frequently in the
world means of mass communications are published data for serious “out flows” of
confidential information given from the client to the dealer. The affair in question is
for personal data which is necessary to be bring in by the consumer while purchase —
name, number of the credit/debit card, password, “expire date” /validity of the pay
document/ and others. The vulnerability of this information continues to be one of the
major problems impeding the normal development of this kind trade [6]. Of course
question arises where the weak places of the security are and at what directions can be
seek the new ways of its increasing.

The examinations indicate like most vulnerable transmission “client-WEB site”.
All measures for protection, no matter how tested are, do not give one hundred-
required result. Incessantly are searched new way for increasing the security in data
transportation not only in this area but in many other too, using the world network.
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The expansion of the Network and growth of the number of users go in parallel
with another phenomenon of the time we live — the mobile communication. The last
years are characterized with real leap in this area. Gradually from a normal means for
human communication they turn to a serious competitor of the Network integrating
more and more the possibilities of the wireless communication with Internet
technologies.

This in high degree is valid for the mobile communication means from third
and four generation [7]. At the same time their possibilities regarding to the e-trade
still can not approach to these of the standard personal computers like an element of
the Internet and especially of the e-trade.

But they could be turn in an invaluable assistant for increasing the security in
transportation of confidential data of the same type like in e-trade. Two are the factors
determining this possibility. At the first place these are the security and coding of the
transported information in GSM standard /voice, SMS, and et./ established in the
developed countries. And second, this is extremely increasing of the users of this kind
communication. The statistic data show that the number of GSM users exceeds already
the number of the people using the Internet services, so the conclusion is that at least
every client of e-shop has and GSM communication, the exceptions incline to zero.

This possibility could be used in “the narrow” regarding to the security places
in the circuit client-dealer-Third Party Provider (TPP) and especially in the first
transmission. In request or purchase of goods the client has to enter information for the
way of paying /credit or debit card and its details/ (Fig. 1).

Registration in the page of
WEB system for e-trade and

Client —» .
fill n the request fqr a || Startand Report on the site or
service or purchasing working on SMS with the result of
transaction the transaction for the
Assigning of > client
confidential data
by SMS

Fig. 1 Scheme of the e-payment by mobile communications

Exactly this process, the most vulnerable from the point of the security, could
be turned into discreet by the help of the GSM communication. Instead of entering
online whole the information about the purchase, the client can do a request for the
desired goods followed of the address and name of the applicant, if it is necessary.
The rest confidential data could just be “delivered” to the WEB site by the help of
GSM. The realization of this scheme is not very complicated from hardware and
software point of view. It is necessary the server of the WEB shop to be supplied with
one GSM terminal and its respective program module in the WEB software for
attendance of the arriving SMS from the clients.
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So, in its registration in the e-shop the client has to enter only non confidential data
like a kind of the chosen goods or service for purchasing, followed by name and
address for delivery and obligatory a number of mobile telephone which CLIP /Calling
Line Identification Presentation/ must be bound by the data for the request. WEB
software has to do “invitation” to the user for sending the rest part /confidential/ from
the information for realizing the transaction by TPP. It is enough by template at the
screen to be given directions for the form and the contents of SMS expected by the
WEB server, for example a number of the request /generalized by the site/, number of
the paying means, validity, bank issued the card, password and et. and also the
relevant dividers. Of course must be predicted a limit of time in which to be received
the information and after transferring in it the transaction to be nullified. The receiving
of that information from GSM terminal and its supplying with the others data starts the
transaction to TPP. Depending on the result of the bank transaction — successful, card
with expired time limit, different type REFFERAL /rejection because of shortage of
resources or other reason/ the user is informed by a message on the site or SMS sent
from GSM terminal of the server. For the permanent clients can be planned together
with non confidential information in the base to appear a number of the telephone
expected to start the transaction.

A GN-model

For modeling the described processes for e-pay by mobile communication, is
used the apparatus of the generalized net (GN) [1]. The model is introduced at fig.2.

GN is the of transitions
A = <Zl) Z2: Z3: Z4: ZS) Z6a Z7>:

where the transitions describe the next processes:
- Registration of a client in the page of the WEB system for e-trade —
transition Z;

- Filling the request for a service or buying goods - transition Z,;

- Loading of the page with message about the form and the content of SMS —

transition Zs;

- Accepting of SMS from GSM terminal — transition Z;

- Checking the time for client’s answer — transition Zs;

- Starting and processing the transaction - transition Zg;

Deducing of a message with the result of the transaction — transition Z;.

In [3] is developed GN model for e-payments. The transition Z¢ in GN model
from the current development (Fig. 2) can be replaced by GN model [3] by applying of
hierarchical operator H; from the theory of GNs [1].

Initially there is in one 3-token that is located in place S; with initial and current
characteristic

xg = “GSM terminal”.

The clients of the WEB system for e-trade (interpret by o;-tokens, i = 1, 2,..., n),
enter in the net through place N,. They have the initial characteristic
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xo" = “client i”.

The SMS from the clients of the WEB system for e-trade (interpret by [;-
tokens, i = 1, 2,..., n), enter in the net through place S,. They have the initial
characteristic

xg” = “client i: SMS”.

Z 2 Z3 Zs Zs Z7
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Fig.2 GN model of e-pay by mobile communications

The GN transitions have the following form. Everywhere i is the number of the
clients of the WEB system for e-trade (fori =1, 2,...n).

| N, Ny Ny
Zy =<{Ni, N4}, {N2, N3, N}, N, | false false W4,V (Ni, Ns)>,
N4 W4,2 W4,3 true

where:
W, 4= “There 1s a new client for registration”,
W4, = “A new client is registered”,

W45 = “The registration of a client is reject”.

The tokens entering in place N, (from place N,) not obtain new characteristics.
The tokens entering places N, and N; obtain characteristics respectively:

“client i”
and “client i: the registration is reject”.

44



N
Z,=< —'— >
2 {N2}9 {NS}a N2 W2’5 s N\ (NZ) )
where:

W, s = “There i1s filled request for buying goods or service”.

The tokens entering place Ns obtains characteristic:

o; __ <e

: . 29
xgi = “client i: request”.

N6
3/\(N2)>a

Zy = <{Ns}, {Ns}, No [ Wee

where:

W56 = “It is bring out a message about the content and form of the required SMS”.

The token entering place Ny do not obtains new characteristic.

| SZ S3
Z4:<{S19 S3}9 {SZa S3}a Sl false W1,3 B V(Sla S3)>,
S3 W3’2 true

where:

W, 5 =“SMS is sent from a client to the SMS terminal”,
W;,=“SMS is processed from the terminal”.

The tokens entering in place S; (from place ;) not obtain new characteristics.

The tokens entering places S, obtain characteristic
xPi =“client i: confidential data”.

|N; Ny N
N¢ | false false W g
S, | false false W, g4
Nog | We7 Wyg true

Z5 = <{N6s SZs N9}: {N7a Ng, Ng}, , vV ( /\( N6, Sz), N9)> ,

where:

We.o = “There 1s prepared request”,

W,9 = “The data for a client from SMS terminal are processed”,
Wy 7 = “The request with the data of SMS are supplied for a client”,

W3¢ = “The request for a client is nullified”.
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The a- and B-tokens entering in place Ny (from places Ny and S;) merge in y-

token with characteristic

9 O

Y — B; 9
Xeu XewJ Xy

The tokens entering in place N; not obtain new characteristic.

The tokens entering in place Ng obtain characteristic
“client i: nullified request”.

| Nig N Np
Zs=<{N7, Nio}, {N1o, N11, N2}, N7 | false  false Wy, ,V (N7, Nip)>,
Nip | Wiaio Wiann true

where:

W31, = “The transaction for a client’s request is started”,

Wia.10 = “The successful transaction for a client’s request is done”,
Wi,.11 = “The transaction for a client’s request is unsuccessful”.

The tokens entering at places Ny, N;; and Nj, obtain characteristics
respectively:

“client i: request, successful transaction”,
“client i: request, unsuccessful transaction”
and “client i: request”.

where:
Wio.13 = Wia10
W11,13 = W12,11-

The tokens entering at place N,; receive characteristic
“client i: result of the transaction”.

Conclusion
The developed GN model gives a possibility to be traced and tested different real
systems based on information transfer in relation with the bank sector.
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