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Introduction

Hiding information from an unauthorized person is a subject that is very
important for everyone. Cryptography is a field that describes processes of
encoding and decoding information. The main cryptographic methods are:

- Symmetric-key cryptography [2]

- Public-key cryptography [3]

The neural networks [5] are a powerful tool for processing complicate
algorithms. They are used for complex encrypting methods [9, 10].

In this method, a Chua’s circuit is used. It is an electrical circuit created
by Chua and Matsumoto [4]. In Fig. 1, the electrical schematic of the circuit
is presented.
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Figure 1. Electrical schematic of Chua’s circuit

Chua’s circuit is a simple scheme that is created by three passive
components and one nonlinear component. For the aim of this paper an
oscilloscope is used, that measures the voltage of capacitor Co. The length of
the measured signal is five seconds, which is 500 000 units. In Fig. 2, a part
of measured signal is shown.

Figure 2. Part of the measured signal by oscilloscope

The measured values contain positive and negative peaks that create
different intervals of time. A positive interval begins at a value greater than
0.2 and ends with a value less than -0.55, while the negative interval begins
with a value less than -0.55 and ends with a value greater than 0.2. The
calculated intervals have values between 0 and 1500. In Fig. 3 a part of the
signal intervals is shown.
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Figure 3. Positive and negative signal intervals
The group of intervals defines a different symbol (Table 1).

Table 1. Definition of symbols by group of intervals

Intervals Symbol
361 to 390 C
391 to 420 H
271 to 300 U
571 to 600 A

The defined symbols are used to create input vectors and target vectors
of a multilayer neural network (Fig. 4)
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Figure 4. Multilayer neural network

When the training process of the neural network is complete, the next
step is the selection of intervals for every symbol in the message. When this
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operation is complete, it is necessary to determine their starting points. In
Fig. 5, the encoding process of the message is shown.
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Figure 5. Starting point of the chosen intervals
for every symbol from the message

The last part is sending the following data to the other person:
e Chua’s circuit signal
e (Created Multilayer Neural Network
e Initial points for every symbol from the message

Generalized Net Model

There is many GM that are used for modelling different type of neural
networks [11, 12].
Initially the following tokens enter the GN [1]. In place L; — a token with

initial characteristics x, = “Chua’s circuit”. In place Ls — f token with initial
characteristics x” = “Neural network’s parameters”. In place L; — y token
with initial characteristics x/ = “Test message”. In place L3 — J token with

initial characteristics x) = “The message”.
The GN is presented in Fig. 6 by the following set of transitions:

A=1{Z, 2, Z3, Zs}
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These transitions describe the following processes:
e 7 =“Generating and processing Chua signal”,
e 7,=“Creating and training Neural Network”,
* 73=‘“Message encryption”,
® Z4;="“Message decryption”.
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Figure 6. Generalized net model
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Zi = ((L1, La, Ls),(La, L3, L4, Ls), Ry, V(L1, La, Ls))
L, L, L, L
k= L, | false false false true
L,| W, W, true false
Ly | false false W, true

where
o Wi, = Waz = “Positive and negative intervals of Chua’s signal are
calculated”,
o  Ws4 = “Chua’s signal is generated”.

3

The token a from place L, enters place Ls with characteristics: x., = °

prix. , Chua’s signal”. Token a from place Ls splits into two tokens:

- token a stays in place Ls for the throughout the whole generalized
net.

- token & enters place L4 and obtain new characteristics: x =

“pr2x. , Lengths of positive and negative intervals, Starting points

of the intervals”
Tokens &’ from place Ly splits into two tokens:

a'ss
cu

- token o’ enters place L; with characteristics: x, = “pr2x

o' o'

- token o enters place L; with characteristics: xf; = “prix,,, pr2x,, ,

pr3 xzi 2
Z>={(L2, Ls, L7, L1o, L11, L12),(Ls, Lo, Lo, L1, L12), Ro,
V( Ly, L1, N(Le, L12), A(L3, L11)))
Ly L, L, L, L,

k= L, | false false false false true
L, | false false false true false
L, | false false true false false
Ly | Wos Wyo true Wy, false

™~

| fasle  false W, ,, true false
L, | false false false W,  true

Wiog = Wioe ="Properly trained neural network”,
Wioan = = Wios,
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Wi1,10 = “Trained neural network”,
Wio,11 = ”Created input and target vectors”.

Token o from place L, enters place L;» with characteristics: x? =

cu
113 o' a' a' ER)
prix,, ,pr2x,, , prs x,, , Input and target vectors”.
Tokens " and S from place L, and L enter place L;; and they unite in
" o' o' o' o'
» prax., , prsx,, , prax,, ,

cu cu

a new token with characteristics: x% = "prjx

cu

A Trained neural network”.

cu?

Tokens a" and y from place Li; and L7 enter in place Lo and they unite

prix

: m . [T a o« a' a' a' o'
in a token a" with characteristics: x,, = “prix,, , prax,, , prs X, , pr4Xx,, ,
o

pri xf; , PIe X, ', Tested neural network”.

u

Token a" from place Lio enters in place L1 with characteristics: x., =

« a a' a' a' B a" a" _ .
prix,, pr2x., prsx.,, prax.,, prix., ., PreX, , PriXx, = 1ncorrect1y

trained”.
Token " from place Lio enters in place Lg or Lo with characteristics:
a" a' o' o' o' B a" a"
x, = “prix,, pr2x,, pr3X,, prax,,, prix., , preXx,, , pr1x,, = properly
trained”.

Z3= ((Ls, Ls, L13, Lis, Lis, L17,),(L14, Lis, Lis, L17), R3,
V(Lis, Lis, L17, N(Ls, Ls, L13)))

R — Ll4 LlS Ll6 L17
* L, | false false false true
L, | false false false true
L, | false false false true
L | false true Wy, false
L | Wiera Wieys true  false
L, | false W, false true

Wies,14 = “Properly encrypted message”,

Wieis = " Wie,a,

Wis16= “Encrypted message”,

Wi7,15 = “The data for encryption are collected”.
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Tokens o, " and J from places Ls, Ls and L3 enter place Li7. They unite

. . LT £ _ a' a' a' o'
in one token ¢ with characteristics: x_ = “prix,, , pr2Xx,, pr3 X, , pr4Xx,, ,

a" a" 0 .
pri xi , pre X, , pr7x, ,prix,,Encryption data”.

Token & from place L7 enters place L;s and obtains new characteristic:

€ o' o' o' o' Y/ a" o™ ’
x,, = “prix,, pr2x.,, pr3x,, pr4aXx,, prix.,, preXx., , pr7Xx,, , prix,,
&
pr9 xcu ’
Token & from place L;s enters place Lis and obtains new characteristic:

o

o' B a" a o
pr3 xcu 4 pr4 ‘xcu ’ prl xcu 4 prG xcu 4 pr7 xcu 4 prl xcu 4

Encrypted message”.

a
cu

£ _ « o'
X, = “prix.,, prx

£ £

o Priox,, , Tested encrypted message”.

pro X,

Token ¢ from place Lis enters place L;s with characteristics: x. =

@ a a a B a a ) £
“prl xcu > prz xcu > pr3 xcu > Pr4 xcu > pri xcu > Ple xcu > pr7 xcu > Pri xcu » Pro xcu ’
priox’,, prii x:, = incorrectly”.

Token & from place Lis enters place Lis with characteristics: x° =

o' o' o' o' B o' a' 5 e
“prl xL‘M ’ prz xL‘M ’ pr3 xcu ’ pr4 xL‘M ’ F)r1 xL‘M ’ pr6 xL‘M ’ pr7 xcu ’ F)r1 xL‘M ’ prg xL‘M ’
& &
prioXx,, , pri x,, = properly”.

Z4= (Lo, L4, L19, Loo, L21),(L18, L19, Loo, L21), Ra,
V(L19, L2o, La1, N(Lo, L14)))
L L, Ly L,

R, = L, | false false false true
L, | false false false true
Ly | Wy, true false false
L,, | false W,,,, true false

L, | false false W, ,, true

Wio1s = “Decrypted data are tested by the neural network”,
Wao,10 = “Decrypted message”,
Wai20 = “Data for decryption process are collected”.
Tokens a" and ¢ from places Lo and Li4 enter place L, and they unite
in one token & with characteristics: x° = “pri x% , pr2x% , prs x%, prax? ,

"

a' a" 0 £ € €
pri xi , Pre X, , pr7 X, ,prix,,, proX,,priox,,, priix, , Collected data for

decryption process”.
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Token & from place L enters place Loo and obtain new character1st1c
&' B
'x prl xcu ’ pr2 xcu ’ pr3 xcu ’ pr4 xcu ’ prl xcu ’ pr6 xcu ’ pr7 xcu ’ prl X
prox’ , priox’,, prit X, , prizx°,, Decrypted data”.
Token & from place Ly enters place L9 and obtains new charactens‘uc
& B
'x prl xcu ’ pr2 xcu ’ pr3 xcu ’ pr4 xcu ’ prl xcu ’ pr6 xcu ’ pr7 xcu ’ prl X
proXx: , prioX., , pritx., , priz xw , Pris xw , Decrypted message”.
Token & from place Lo enters place Lis and obtains new character1st1c
&' ¥l é‘
x prl xL‘M ’ prz xcu ’ pr% xL‘M ’ pr4 xcu ’ prl xcu ’ pr6 xCM ’ pr7 xL‘M ’ prl x

e ”
proX’ , prioXx., , priuX., , pr xw , pris xw , Pria xw , Visualization of message”.

Conclusion

A cryptographic method, utilizing generalized net, is described in the present
paper. It uses the generated signal from an electric scheme — Chua’s circuit.
The decoding process is carried out by a multilayer neural network.
Generalized nets are a suitable tool for modeling intuitive and "smart"
systems such as neural networks, as well as training based on professional
and emotional foundation [6, 7]. On the other hand, the chaotic Chua scheme
can recreate not only conditions for a realization with a neural network but
also generate possible scenarios supporting the research on risk in maritime
transport [8].
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